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seL4 MicroKit

seL4: formally verified microkernel: Enforces spatial
isolation via capabilities

MicroKit: builds on selL4 with programmable
constructs
o Protection Domains (PDs): isolated
processes, each runs a C/Pancake program
@ Channels: async (bounded shared-memory
buffer) or sync (priority-based rendezvous)
@ Memory regions: mapped into PDs’ address
spaces at boot, fixed for lifetime

@ System topology is declared statically — no
dynamic changes at runtime

PDs

)

o

syscall l

seL.4 Microkernel

What MicroKit does NOT provide

No language-level structure around channels or
memory — everything is C integers and raw
pointers.
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Running Example: Data Diode

A network data diode enforces one-way data flow: packets travel from the public (untrusted) network
to the private (trusted) network — no reverse channel, ever.

One-way guarantee

3>

Public eth_outer 02d DataDiode d2i eth_inner Private

Network pri=99 pri=100 pri=199 Network
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DEMO

Show datadiode.system and ddiode.c - make build && make run



What We Saw: The Verification Gap

Channels are bare integers

#define OUTER_OUTPUT_CH 1
#define INNER_INPUT_CH 2

No direction. No type. Nothing stops a PD from
sending on a channel it should only receive.

Memory is raw pointers

uintptr_t outer_output_vaddr;
uintptr_t inner_input_vaddr;

Any PD the system grants a mapping to can read
and write. Accidental aliasing is one mapping
declaration away.

Write anything to any memory region

struct buffer_descriptor {

uint16_t data_length; // attacker-c
uinti6_t flags; /) 0= )

case INNER_INPUT_CH:

Y,

/* mothing prevents uncommenting: */

volatile struct buffer_descriptor *obd =

(voidx) (INNER_INPUT

+ BUFFER_SIZE * inner_input_index);

if (obd->flags == 1) { /+
else {

obd->data_length = bd->data_length;
mycpy (opkt, pkt, bd->data_length);

obd->flags = 1; // convent
microkit_notify (OUTER_OUTPUT_CH);

break;

silent drop */ }

ion only,

void mycpy(volatile void *dst, volatile void *src,
unsigned int length) {

volatile uint64_t *d = dst;

int 1 = length / 64;

while (1) { dl[il=s[il; ...

1--; i += 8;

}

// raw pointer

dli+7]1=s[i+7];

5/16



Why Verification — Especially Automated — Is Hard

Top-down: choreographic programming Bottom-up: model extraction
o Write a global choreography, project to local @ Manually extract a formal model from C
code o Verify the model with UPPAAL / SPIN /
@ Deadlock freedom by construction FDR
@ Assumes: clean separation of computation o Problems: expert-intensive, fragile (model
and communication; no shared state between rots with every code change), state-space
participants explosion from unconstrained shared memory

= Does not fit MicroKit: PDs share memory
and communicate

What we need

Structure at the language level: typed channels with direction, typed memory access, process control
flow that can be automatically lifted into a formal model.
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CoreFi: A Middle-Layer Language

C / Pancake FFI
Implementation

CoreFi

Typed channels
CSP-style processes

compose Global LTS (g/tS)
model checking

What CoreFi adds to MicroKit:

@ Channels carry direction and type — no bare
integers

@ Memory mappings are access-controlled —
no accidental aliasing

@ Process control flow is explicit — CSP-style
events, guards, recursion

@ C implementations linked via FFI without
change

datadiode.fis — channel declaration:

Async Chan d2i = dd --> eth_inner
via eth_inner_input <PKT>;

eth_inner.fi — event and process:
P

evt send_frame.|pkt: PKT]|:
eth.send_frame (pkt);

proc Notified() {
irq?155 -> Handle_eth ()

[] d2i?pkt -> send_frame.pkt -> Skip;
Notified ();
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CoreFi: Two Backends

CoreFi source

fi / .fis
compile compose
Execution Verification
backend backend
link & package llts — alts — glts
MicroKit binary glts model
runs on selL4 hardware UPPAAL / FDR / Lean
unchanged C/Pancake via FFI deadlock-free, deterministic

no rewrite required by well-typedness
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Event Block Semantics

An event block o is a named sequence of statements executed atomically as a single labelled step. The
effect function computes the resulting store update:

v = [e]o.~ r=ref(zi, 0) o =[g](F, o)

/

Evr-CALL
effect(x <+ e, o, v) = o[z — ] effect(call(g, ), 0, v) =0

EvT-ASSIGN

=0 Vi€l effect(a, 0i-1,7) =0y

eﬁGCt(al sy Qp, O, P)/) =0n

o}
EvT-SEQ

ref (z;,0) produces a by-reference handle: a scalar slot (m, 1) or

a range (m, [l,14+k)) within region m. EvT-CALL passes these Key property

handles to the C function g, which may update any referenced Allintermediatelstores are hiddentfrom

location in o. the rest of the system — only the final
o’ is observable.
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Local LTS (/fts): Process Semantics

Local state: s, = (pp, op, Vp)

pp process - o, store - -, buffer view

SKIP

(SKIP, o, ~) Y (STOP, o, ~)
P lits of eth_inner:
REC (pluX.p/X],0,7) — (p' ", 7")
’ £ o1
(nX.p,0,7) 5 o’ o’ ) Notified e irg?155
£ ’ ’ I4 / ’
(p1,0,7v) = (p1,0,7) (p2:0,v) — (pg, 0", 7)
EXTL - EXTR -
(18 p2,0,7) = (10 s (P10 p2,0.7) = (pg, 0" 7) send_frame(m) d2i?m
SEND v =[elo,y Iv(c)I<N
(cle—p, o, 7) —>C!v (p, o, v[e—=v(c)-v])
Forward
LOSS v =[elo,y |v(c)|=N
(clemp. o, 7) <% (o0, 7)
ye) = v - J REC unfolds Notified() in-place. EXTL/EXTR select the branch. EVT fires
RECV (P p, o, ) c?v (o, oz o] ’Y[C’—NZ/D send—frame(m) atomically. RECV blocks when ~v(d2i) = e. Loss: buffer
full = value silently dropped.

£
[blo,y = true (p,o,v) — (p', o', ~")

GUARD-T or
([blp, o, v) —— (o', o’ %))
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llts — alts: Abstraction Rules

(p,0,7) = (p/,0",7) @€ Xq
(p,o,T) 55 (p',0’,T)

HIDE

+
(p,0,7) 5 (p',0',y)
(p,0,T) = (p,0’,T)

COLLAPSE

(pyo,7) T (o, 0',7)
(0,0’ 7) 5 (00", ) LESe

SEQ-PRE 7
(p,o,T) = (p",0",T")

(0, ,7) b,
SEQ-G

b
(p,o,7) 2% (p
(p,o,T) U5 (0", T)

o, a€eX
HiDE-G ) =

blT
(pa,) 25 (ol o)

(p'sa',v) = (" 0", )

(p,0,T) L (o, 0", T)

+

COLLAPSE-G

14
(pr0,7) = (p',0",7)
0,0y D (0" y) Lex.

SEQ-PosT J
(p,o,T) = (p", 0", T")

(0,07 (ool 5 (o, 0", y) LES.

HIDE/HIDE-G: relabel o € 2, as 7 (hiding computation). COLLAPSE/COLLAPSE-G: contract 7T -chains to a single big-step =>.

(p,0,T) Lo (o, 0", 1)
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alts — glts: Global Composition Rules

Global state: (S, ') S: PD local states - I': Cysynec — Val*: async channel queues

sp, = ([b1] (cle = p1), 1) sp, = ([b2] (7w = p2), 02)
GSyNG [b1]o, = true  [b2]os, = true v =[e]s, ¢ ¢ dom(T)

(S, T) == (Slp1 = (p1,01), p2 = {p2, 02z = v])], T)

p Ty P! Lo Lo
G-TAau ST ° S ° P T ILEAVE-L A 7 A ILEAVE-R Az 7 A2
(S,T) = (S[p+— "], I) Ai [l Az = A7 | Az Ar [l Az = Ay [l Ay

G-SyNc: synchronous rendezvous on ¢ € Clypc; both guards must hold; ¢ ¢ dom(I") (sync channels have no buffer). G-Tau: lifts a local

T-step to the global level; I" unchanged. ILEAVE-L/ILEAVE-R: async send/recv (SEND/LOss/RECV) are local rules lifted to global via
interleaving; they update I" as they fire.

Hide G-Tau
Collapse G-Sync
lits Seq alts lleave-L /R . glts
per-PD step-by-step hide a+—7; collapse interleave altses
(Pp, Op, Vp) expose £ € 3. + guards T : Casyne — Val*
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From Local Processes to a Global Model

Data diode altses — after hiding all computation, only channel events remain:

Add Aeth_inner Aeth_outer
Notified
[re Awrap]  [rx A —w A —e A pass]
e irq?155 irq!159 02d!pkt
It Hang
[rz A err]
irq?159 T
a2y §7v Notified s2 .

a d2i?m [=ra] re A —w A —e A —pass]

irg!159 -

Forward

Computation events hidden as 7; IRQ labels kept observable; intermediate states eliminated by Seq-Post and Seq-G.

Composed glts ( — interleaving the three altses:

[~ra] irq!159 @D T
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DEMO 3

Open VSCode - Show dd.fi and datadiode.fis



Summary and Future Work

Takeaway

@ A unified infrastructure for execution and
verification.

@ Formalisation and Verification Automation

@ Minimal change to already implemented
applications

@ Pluggable various verification backend
Future work

Future Work
o Compilation pipeline
Integration with libmicrokit and FFls to
low-level implementation

o Model checking integration
Abstract the data, reduce infinite data range
to finite domain

o Information-flow security
Language-based information security;
enforcing security policy by type checking

Verified kernel (seL4) + verified compiler (CompCert/Pancake) + CoreFi application correctness =
end-to-end verified embedded system.
— minimal TCB
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Thank You

Questions?



