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Introduction: Motivation

Problem Area: Proof Methods for Concurrent Information Flow Security

@ Concurrent programs are hard to reason about.

® Information Flow is hard to reason about.
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Introduction: Summary

Approach: Relational Logic + RGSep

Results:
® SecRGSep: Relational Info-flow logic + RGSep
® Declassification as relational await

® General conditions for security of atomic update relations
(specialise to whatever you want)

® The logicallows for observations of the local state
® Security proof proven directly in the relational semantics
® Results proven in Isabelle/HOL
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® |nformation Flow Security
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Information Flow Security

What is Information Flow Security?

Confidentiality: Secret inputs are not revealed via non-secret outputs.
Integrity: Untrusted inputs do not affect trusted outputs.

Same form, different labels.
| focus on confidentiality.

Why is Information Flow Security Important?

Secrets: passwords, health data, classified documents.
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Information Flow Security

Low-High Variables

var h, hy is high
var/! is low

h = h, v
l:==h X
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Information Flow Security

Low-High Variables

var h, h, is high

var/ is low

h = h2 v
l:=h X
Output Statements
h = h2

(I := h; output h)
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Information Flow Sec - Two-run Observations

A program is information flow secure if (starting from indistinguishable states)
every execution has the same observable behaviour.

Contraposing, we obtain:

Any pair of executions (starting in indistinguishable states) that have different
observable behaviours shows the program is information flow insecure.

(Information flow security is a Hyperproperty)
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Information Flow Security: Two-run Observations

1,¢ 2,C9 4,C3 5,¢4

3; Cl 4; 02 6, 03 6, C4
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Information Flow Security: Two-run Observations

This example: compare runs using obs = \z. %2

1, Cl 2, 62 4; C3 5: C4
ve
3,C 4, Cy 6, C3 6,Cy

June 4,2026 / Information Flow Security / Page 7 of 29



Information Flow Security: Two-run Observations

This example: compare runs using obs = \z. %2

1,¢4 2,Cy 4,Cq 5.¢4
v v v X
3, 4, Cy 6, C3 6, Cy

June 4,2026 / Information Flow Security / Page 7 of 29



Information Flow Security: Two-run Observations

This example: compare runs using obs = \z. %2

Altenative mismatch: different programs.

1,0 2,Co 4,¢c3 5,¢4
4 4 4 X
3,0 4,Co 6, C3 7,¢4
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Reasoning about Information Flow Security

A standard method is to use relational logic.

Assertions have the type  State x State — bool.

Standard boolean operations: A, V, =, .

New Things:

Predicate Lifting: =

{p1 [p2) =

A(%?/)- P1TADPY
(whenp; = py = p, write (p))

Aobs = Ax,y). obsx = obsy

(where obs is a function)

Agreement (for observations):
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Reasoning about Information Flow Security

A standard method is to use relational logic.
Assertions have the type  State x State — bool.

Agreement (for observations): Aobs = A(z,y). obsx = obsy

{p A hobs} {p}
output obs declassify obs

{r} {p N Aobs}
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Declassification

Observation

Declassify: Emit a value. The attacker learns this value.
Compare:

{r} {p}

declassify obs await q
{p N Aobs} {pAq}

Declassify = Await on Agreement.

{r}

await (A obs)

{p N Aobs}
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SecRGSep

SecRGSep: Information Flow Security RGSep

Relational information flow logic + RGSep
(RGSep =rely—guarantee + separation logic).

GenRGSep: General RGSep implementation [Jackson etal., 2024]
(in Isabelle/HOL)

Main aim: Relational Information-Flow Reasoning + GenRGCSep
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SecRCSep: Two-state Executions

Natural semantics of relational logic:

(1) o= (2o () = (3)

The two components of SecRGSep security:
® Secure Atoms
No atomic command illicitly leaks information
® Secure Branching

The program always steps to the same final command from
indistinguishable states
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What Assertions are Information Flow Assertions?

Clearly good: {p), A obs

Earlier work uses partial equivalence relations [Sabelfeld and Sands, 1999]:
quasi-reflexive, symmetric, transitive.

Problem: transitivity is not preserved by disjunction (V) or separating
conjunction (x/ *,).
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What Assertions are Information Flow Assertions?

Transitivity is not preserved by disjunction (V) or separating conjunction
(x/ *,).
What properties do we actually need?

Answer from hyperset semantics [Morgan, 2009].

The partial tolerance relations: quasi-reflexivity and symmetry.
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What Assertions are Information Flow Assertions?

Aobs | R, Q,S, T

{p) Q,S, T
pAq | RR/R, QQ/Q ., SS/S, TT/T

pVg | TR/R, RT/R, QQ/Q, SS/S
p=q| TR/R, SS/S
-p S/S

pxq |1QQ/Q, SS/S
p*q | QQ/Q, SS/S
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Semantic Security

Double Relations Standard Relations
—oy Y
(—br
Double Predicates Standard Predicates
—oVY
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Semantic Security

Val x Val = [0,10] x [0, 10]
0

{(@,0) | 16, 5) — 3,6), < 1}

10 ‘ 10
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Semantic Security

Val x Val = [0,10] x [0, 10]

Quasi-reflexive Closed
Symmetry Closed
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Semantic Security

Val x Val = [0,10] x [0, 10]
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Semantic Security

Val x Val = [0,10] x [0, 10]
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Semantic Security

Val x Val = [0, 10] x [0, 10]

NG
0‘0
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Healthiness and Information-Flow Properties

Healthiness Conditions
Quasi-reflexivity Preserving: 7 C {r o5 Y)g @C ¥
Symmetry Preserving: 1 =
Information-Flow Conditions (¢ — @ = <))
Revealing: pre-state ({r oy Y)g —7)
Declassifying:  ( pre-stater oY) — pre-stater
Insecure Pre-states: Revealing — Declassifying
Yz = (z,x)
X(z,y) = (y,z)
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Atomic Security

Non-Revealing: —pre-state ({7 oy Y)g = 1)
Declassifying:  (pre-stater o Y)) — pre-stater

Secure Pre-states: Non-revealing V Declassifying

Non-revealing {r)g = T
T

Declassifying (r)g

Non-revealing (output obs) = A obs

Declassifying (output obs) = L

Non-revealing (declassify obs) = A obs

Declassifying (declassify obs) = — A obs
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The Two Components of SecRGSep Security

® Secure Atoms v/
No atomic command illicitly leaks information
® Secure Branching

The program always steps to the same final command from
indistinguishable states
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Branch Security

GenRGSep uses a CSP like language.

There are three forms of non-determinism:
© External Non-determinism: (¢; O ¢,)
® Do loop: do c od

© Internal Non-determinism: (¢; M ¢y)

They are secure when:

© External Non-determinism: stable (no internal moves) +

—(enabled ¢, oY | enabled ¢y o Y) A
—(enabled ¢, o Y | enabled ¢; o Y)

® Do loop: stable + A (blocked ¢)

©® Internal Non-determinism: Never!

Enforce this in the precondition of each such sub-program.
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The Two Components of SecRGSep Security

® Secure Atoms v/
No atomic command illicitly leaks information
® Secure Branching v/

The program always steps to the same final command from
indistinguishable states
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RGSep Background

RGSep: Rely—Guarantee + Concurrent Separation Logic.
There are two parts to the state: local and shared.

Local state is split between each process (using ).
Shared state is shared between each process (using A).

Combine predicates with x,.

The RGSep Judgement:

R.G+-{p}c{q}.
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RGSep + Information-Flow Security

Problem1:
For security, we need invariant assertions.

Thus: GenRGSep + Invariants.
Due to separation logic, we need two invariants.

The RGSep Judgement with invariants:
R,G,E, I+ {p}c{q}.

Problem 2:

(RGSepState) ('L x ') x ('s x 's) # ("L x 's) x ('L x 's) (Relational State)

Exchange function  {((a,b), (¢,d)) = ((a,c), (b,d))

Everything gets a ddagger subscript: A, obs, {a), secure-rel, etc.
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Separation Logic & Information Flow Security

Enforce the security conditions by putting the invariants together:

R,G,IFF= {pleclq) =
R.G,I,FF {p}c{q} A
(I %, F = secure-atoms, c) A

(I %, F = secure-branching ; c)
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SecRGSep: New Rules

p=1 qg=1
p stableunder R q stableunder R
Vf=F.spa (p* f)= qx* any-shared f
snd g (pretest (p*, F)Aa)=G
Ix F = secure—pres‘ca‘ceI a

R,G,F, 1% {p}(a) {‘I}

R,G,F, I+ {i}c{i}
Ix F= secure—branching;t (do c od) i stableunder R

Atomic

Do

R,G,F,I+*¢ {i}docod {3}
R,G,F, I {p}cl {ql}
R,G,F, I {p}CQ{QQ}

I'%, F = secure-branching, (cq1 Ocy)
ENDet

R,G,F, I {p}tciOcy{q1Vagy}

The SecRGSep Logic: important rules. New side-conditions highlighted .
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Information Flow Security: Proof Lifting

Theorem: Proof Lifting

If R,G,FIry {p}le|{q}

quasirefl-preserv, ¢

1

then (R)g, (G)g, Fbi |_{ i}CHQDi}~

(This splitting is similar to the design of VERONICA [Schoepe et al., 2020].)
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SecRGSep: Security Theorem

Theorem: Semantic Correctness Establishes Security

If R,G,F,IF* {p}c{q}

then p = secure-exec R F'c

secure-exec R F'c s means:
atevery pointin the execution of ¢ from s (under the rely R and frame F),

© The standard-state program produces the same post-program.

© Every atomic command executes securely.
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Conclusion

® SecRGCSep: Relational Info-flow logic + RGSep
® Declassification as concurrent await

® Ceneral conditions for security of atomic update relations
(specialise to whatever you want)

® The logicallows for observations of the local state

® Security proof proven directly in the relational semantics
(two-run property emergent, rather than baked in)

® Results proven in Isabelle/HOL
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SecRGSep: Sec

Proof Sketch:
© Lemman: secure-branching implies control flow always matches.

® Lemma 2: matched control flow means that a property true for

every atomic command lifts to every atomic step of that program.!

© atom-secure ensures every atomic command is secure.

@ Thus: SecRGSep ensures security.

1, Caveat: that behave nicely with loops & blocking.
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SecRGSep: Healthiness Conditions

Matched control flow means that a property true for every atomic
command lifts to every atomic step of that program.*
1, Caveat: that behave nicely with loops & blocking.

quasirefl-preserv is only nice if no declassification occurs in loop guards.
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