School of Computer Science & Engineering

ool Trustworthy Systems Group

University

Adding Memory Barriers to Pancake

Rihui (Kurt) Wu

rihu.wu@unsw.edu.au



2

Question:

how to add memory barriers to
Pancake
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Question:

now to aa{c

to a
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oncurrency primitives
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Networking: Where is concurrency?
Lions « SPSC queues
« signalling protocol T for events

 MMIO registers (control, driver < NIC)
 DMA (data, virtualisers < NIC)

Components may be
on the same/different cores.
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Memory barriers in LionsOS

* Memory barriers for concurrency control.

———————————————————————————————————————————————————————————
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CakeML passes

Languages Transformations

Gl i > Parse concrete syntax

A verified language implemented in the HOL4 o Pancakopasso (e = o

| T f t L \I FlatLang: eliminate modules, etc.
| ransrormations anguages . | | uage | 2> Globaldead code elim.
: : without Turn pattern matches into
r m rO V e r | G’ancake syntax) | r}g:t-dfgsl if-then-else decision trees
n l Parse concrete : > Switch to de Bruijn
1 Syntax < 1 indexed local variables
| ( Pancake AST) | Fuse function calls
: : into multi-arg calls
1 Flatten structs Ve N | ClosLang: Track closure values &
| | last language inline small funct
: CrepLang: : with closures > Introduce C-style fast
I imperative | (has multi-arg calls where possible
: Ianguage : aeueE) > Remove deadcode
| A | Annotate closure creations
I without structs | | <
. R/
: Normalise program Q ) : g Perform closure conv.
| | Inline small functions
BVL:
| |
| | functional Fold constants /shrink
: Call optimisation g R : e o
| < without Split over-sized functions
: LoopLang: } closures > )
. | Shrink cutsets and expressions | | Ad D Gredl Tesized anay
Py | delete unused occuronly on | | BVI: |, Optimise Let-expressions
| aSS|gnmentS RHS of | one global Make some functions
: e : variable tail-recursive
| Rep|ace |oops g | N~ > Switch to imperative style
. n \ gy ( statements | | ( \
\ with tail calls | Datalang: > Reduce caller-saved vars
\ | imperative Combine adi t
dlnguage semanltcs are preserve own to macnine N Ji (o s,
\\\\ ‘\ ~— Remove data abstraction

\\\ B ettt ~x
coqge N )
. \\ ~>( ) . . \\
\\ > Simplify program !
\\ WordLang: > Select target instructions i
\ imperative i )
} langUage with > Perform SSA-like renaming
E mr?g:;noer W;)r:zS, > Force two-reg code (if req.)i
I y I
i a GC primitive > Remove deadcode |
E > Allocate register names !
A / > Concretise stack :
)
| > Introduce (raw) calls past !
! StackLang: function preambles i
| imperative > Implement GC primitive |
E LT Turn stack accesses into ' |
! with array-like > memory acceses !
: sttgck ??SC Rename registers to match|
| SR > arch registers/conventions |
I |
i LabLang: ) i o |
| g: > Delete no-ops (Tick, Skip): |
' assembly lang. !
: / Encode program as {
! concrete machine code :
I I
: »>( Silver ISA) |
| |
[ I
I I
| I
\ /
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Pancake ISA semantics

» Based on L3, a sequential machine code model.

 Describes the semantics of individual instructions

as both | —/\ > |

| i Labtlanlg. > Delete no-ops (Tick, Skip) i

* low-level state transformations : assemoly lang. Encode program as i
» high-level observational semantics :, ...concrete machine code :
) ARMv6 Silver ISA) | :

. | K

. E | ;
Equivalence proof w.r.t i ARMVB x86 64 MIPS 64 RISC v E

* Arm’'s ASL \ 2
e Sail for RISC-V (OngOing) L3 KT @..:::ﬂ—.::.—.. ........................... :5: :.;’— .........
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ASL's memory barrier semantics

» Surprisingly, memory barrier is modelled as a no-op.
impdef func DataMemoryBarrier (types : MBReqTypes)
begin
return;

end:

» Because ASL is a sequential language, concurrency is out of the scope.
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Solution 1: no-ops semantics

CakeML passes

Languages Transformations

Gl i > Parse concrete syntax

» 4 minimal compiler changes required Y =)

Encode program as
concrete machine code

@)
CARMVB) Cx86-64) (MIPS-64) (RISC-V)

armva3 target proof 0

. \
! Transformations Languages : a9 | > clobal dead code elm.
: : without Turn pattern matches into
| G’ancake syntax) I high-level if-then-else decision trees
n n n n I Parse concrete ! features Switch to de Bruijn
: syntax ( : > indexed local variables
- extend each compiler intermediate language with a new G [ Do
into multi-arg calls
i Flatten structs ' ) E ClosLang: _Trlack closlllJrfe vatlues &
last | Infine small Tunci
: CrepLang 5 : v?/isth ?:Ir;%lﬁg: > Introduce C-style fast
CO n S ru C O r : imperative : (hifor;uurlg;)arg calls where possible
{ |anguage : g Remove deadcode
WlthOUt structs Annotate closure creations
: N li : S > Perform closure conv.
u : ormaiise program ~ ~ : > Inline small functions
. : : fur?(:{ilanal Fold constants /shrink
| e ( N\ language Lets
I Call optimisation < l without | — Spit over-szed functions
i LoopLang: ! closures o .
i Shrink cutsets and expressions | | dynamicaly resized array
[ n n n : dele_te unused occur only on : T > Optimise Let-expressions
. | aSSIQnmentS RHS of | one global Make some functions
: assignment : variable tail-recursive
| Replace |OOpS | — > Switch to imperative style
‘\\ with tail calls ( statements : Datalang: > Reduce caller-saved vars
! i tiv ombine adjacen
\\\\\ k ) : EF“é]e'l'lat’lﬂgs > %emtt))ry allg]catiortls
\\\\ ‘\ — Remove data abstraction
\\\\ \\ ______________________ \\
\\\ N
- AN > ) . . \\
type lines of code A o2 SmevpesEn
\
y p \ WordLang: > Select target instructions i
\ . .
\ imperative i e |
. } language with > Perform SSA-like renaming
a rC - I n e e n e n { machine words, > Force two-reg code (if req.) |
I memory and :
5 : a GC primitive > Remove deadcode |
| |
C O d e | > Allocate register names |
| |
A / > Concretise stack :
)
| > Introduce (raw) calls past !
. i StackLang: function preambles |
a rC - I n e p e n e n p rOO : imperative > Implement GC primitive :
: .tlﬁnguag_(la_k > Turn stack accesses into ' |
! wi staaczlr(agné = memory acceses !
| . |
r r l I tional GC Rename registers to matchi
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| |
——
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: LabLang: > Delete no-ops (Tick, Skip): |
{ assembly lang. }
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\

~

\
~ _

e e e e o — —————— — ————— ———— — ——————

Adding Memory Barriers to Pancake — FMOz — Jun’26




Solution 1: no-ops semantics

* |s this a good solution?

« X information loss

* what if a compiler pass removes a memory barrier?

* what if a compiler pass introduces new memory
barriers?

» what do memory barriers really mean?

=
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concurrency semantics

» axiomatic modelling Thread 0 Thread 1
» for the signalling protocol "? . . : -

representing a producer and a d. Wix]=1 C. W y]_1

consumer

PO olo
* if both components do not
b the data, deadlock : :
oy e 0ot dezdocke - p: Rly]=0 d: R[x]=0

Test SB: Allowed

=
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concurrency semantics

* Other semantics exist.
* Micro-architectural operational model.

» Operational semantics with explicit reordering.

» Operational promising semantics and view-based semantics.

 However, none of them is sufficient for OS code.

=

12 Adding Memory Barriers to Pancake — FMOz — Jun’26 © Rihui (Kurt) Wu 2026, CC BY 4.0




Peripheral Arrival Order in Arm

* For normal memory, there is a total order over writes to each location
(coherence).

* For peripherals, there Is a total order over memory accesses to that
peripheral.

* Multiple locations may be associated with that peripheral.

* VM-dependent barrier requirements:
* Device no-Reordering memory does not require explicit barriers.
» Other configurations require explicit barriers, currently not used.

UNSW
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Missing device semantics

* Aread from an MMIO register may not return the value from the latest write?
* Need a detailed device model, will be addressed by device interface formalisation.

 Difference between shareability domains, e.g. inner-shareable?
* W4 Deprecated in the latest manual (published two months ago) for data memory barrier.

» Reordered accesses to normal memory and non-Reordering MMIO registers?
* Yes, after consulting with Arm.

* |s device access multi-copy atomic? The semantics
« Maybe? Based on Linux commit 22ec716. are unknown.

» Ordering requirement for cache maintenance operations (for DMA)?

=
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FFI semantics In pancake

» Used to model external unknown functions, e.g. |/O, and shared-memory
loads and stores.

» Parameterised by an oracle function, representing external effects on the
shared program state.

* The oracle is run after every program step.

* A good fit for the memory barrier semantics (and other similar operations).

=
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Solution 2: FFI semantics

 When a barrier is executed, it Is as If an unknown external function is called.
* Equivalent to the current FFl-based implementation without function calls.

* The function may update the shared memory.

* As with I/O, the memory barriers executed in the program form a trace, and
compiler correctness requires that the trace be preserved under compiler
transformations.

* Under implementation.
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Evaluation

* insignificant performance improvement for the Ethernet driver
» runtime cost dominated by uncached memory loads (80% of stall cycles)

* native memory barrier lowers #instructions by 10%

=
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Takeaway

» Can model memory barriers as no-ops, but that removes useful
information.

 Instead, model memory barriers as FFI calls, to represent unknown
semantics explicitly.

* Trivial to Implement the no-ops approach.
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Future work

» Add cache maintenance instructions following the same semantics, for
DMAs

* Instantiate the FFI interface with concurrency models.

 Verify against the (future) concurrent semantics of ASL and Sail.
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