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Temporal logic — what and why

A modal logic to reason about systems over time.

We can use it to model computational processes.
o possible-weorlds states, aceessibility—relation state transitions.

@ A trace (sequence of states) models a system execution

@ A set of infinite traces models a system
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What temporal logics are studied in the literature?



LTL

Linear-time Temporal Logic (LTL)

pu=al-p |1 Ve | Xe|p1Ues

We define O = trueUy and Op = =0
E.g. O(a — Ob) expresses “event a is always followed by event b”

@ LTL expresses properties of individual traces

@ So, LTL is not expressive enough to capture branching behaviour
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Kripke structures

We use Kripke structures to model systems with branching paths.
K= <S7 Sinit 57 L)

Two Kripke structures can be trace equivalent but differ in their branching
structure.
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CTL*

Computation Tree Logic (CTL*) adds existential (E) and universal
quantification (A) over paths.!

CTL* can describe branching-time properties, e.g. “there is a path where
event a occurs”

AX(EXa A EXb) distinguishes the following:

twith some restrictions.
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HyperCTL*

CTL* quantifies over the paths in a system but can only refer to a single
path at a time.

To reason about relationships between multiple paths, we extend CTL*
with path variables.

This gives us HyperCTL*

pu=ar || w1 Ve | Xe|prUeps | Ime

We require that temporal operators only occur inside the scope of path quantifiers.
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Hyperproperties

HyperCTL*can express hyperproperties since it can compare multiple paths.
A hyperproperty is a set of sets of traces.

e.g. observational determinism: Vr.V7'.0(l; = /) — O(Or = Oy)
where

@ |/ = public inputs

@ O = public observations

If two executions receive the same inputs, they must produce the same
outputs.
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Why asynchronous?

We want to reason about execution traces according to the relative order
of the sequences of actions in each trace.

Also, HyperCTL*is not stuttering invariant. Adding or removing repeated
states can change whether or not a property holds.

And, removing X is not enough, e.g., Vr.V7'.(Op, = py)

Solution: We use the notion of a trajectory that controls the relative
speed at which traces progress.

We choose at each instant which traces move and which traces stutter.
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Preliminaries

A pointed path is a pair (o, p), where p € Ny is a natural number (called
the pointer).

Pointed paths allow to traverse a path by moving the pointer.

Given a pointed path (o, p) and n > 0, we use (o, p) + n to denote the
resulting path (o, p + n).

Given a Kripke structure IC, we denote the set of all pointed paths by
PP = {(o,p) | 0 € Paths(K) and p € Ng}.
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Asynchronous HyperCTL*

pu=ars | 0|1V e | Xe|prUps | Ime | Vr.p|Ere| ATt

Pvar(y) is the set of path variables quantified in (.
Tvar(y) is the set of trajectory variables quantified in ¢.

A formula ¢ is well-formed if for all atoms a. ; in ¢, ™ and 7 are
quantified in ¢.
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Trajectories
A trajectory t = totitp - - - for a formula ¢ is an infinite sequence of
subsets of Pvar(y).

In each step of the trajectory one or more of the paths make progress or all
may stutter.

E.g. t = {m,m}{mH{m H{mH{m,m}..

A trajectory is fair for a path variable m € Pvar(¢p) if there are infinitely
many j such that 7w € t;.

A trajectory is fair if it is fair for all path variables in Pvar(yp).
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Asynchronous path assignments

For the semantics of A-HyperCTL*, we need:

@ a trajectory assignment [
@ an asynchronous path assignment [1
» maps each pair (7, 7) to a pointed path.

We use (M,T) 4 1 for the successor of (I,T), defined as (', "), where
(1) = [(7)!, and:

o if m € I(r)(0): M'(m,7)=N(m,7)+1

o if m & (r)(0): M(m,7)=N(r,7)

Note: I1 can assign the same 7 to different pointed paths depending on
the trajectory.
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Semantics of A-HyperCTL*

The satisfaction of an A-HyperCTL* formula ¢ over a path assignment I1, a
trajectory assignment ', and a Kripke structure K is defined as follows:

(M, Ex arr iff a € L(o(p)) where (o, p) = N(m,7)
(M1 Fx Xe iff (MN)+1Ece
(N, Ex Ire iff for some o € Paths(K) :

(N[(mw, 7) = (0,0)],T) E=x ¢ for all 7
(N,r)y Ex Erep iff for some t € TRJpyar(y) :

(M, Tr=t) Fr e
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Example

on = V.31 ET.(hr s # hp ) A O(obsy » = obs, ),
where obs denotes the output observations.

For all paths 7, there should exist another path 7’ and a trajectory 7, such
that:

7 and 7’ start from different values of h and 7 can align all the
observations along 7 and 7’
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Future work

@ Translate HyperCTL* models that stutter into “condensed”
A-HyperCTL* models, with stuttering happening in the trajectory.

> Is such a condensed model interesting? What does it say about the
family of stuttering models?

@ Bisimulation and any weaker equivalences.
@ Define a bounded semantics (bound on trajectory length)
» Relation with Bounded Next-preserving Branching Bisimulation.
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Other avenues for research

Model checking for HyperLTL is decidable, but for A-HyperLTL is
undecidable. BUT there are decidable fragments.

Similarly, model checking for HyperCTL* is decidable. Any interesting
fragments of A-HyperCTL* that are decidable?
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